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Internal Audit’s
Risk Assessment
for Audit Planning




“Internal auditing is an independent, objective
assurance and consulting activity designed to add
value and improve an organization's operations. It
helps an organization accomplish its objectives by
bringing a systematic, disciplined approach to evaluate
and improve the effectiveness of risk management,
control, and governance processes.”

The Institute of Internal Auditors
https://www.theiia.org/en/standards/what-are-the-standards/definition-of-internal-audit/




INTERNAL AUDIT’S RISK ASSESSMENT FOR AUDIT PLANNING

Risk Assessment

1.Risk Assessment

Identify, measure, and
prioritize risk

6.Monitoring

Monitor emerging risks -
and changes in 2.Risk-based

organization and Audit Plan

environment . .
Allocate internal audit

resources

Internal Auditing
Annual Cycle

5.Follow-Up

Follow up on management’s 3-Engagement

corrective actions Plan and execute approved
audits

4.Reporting

Communicate audit results

Risk — The possibility of an
event or condition occurring
that will have an impact on
the ability of an organization
to achieve its objectives®

Purpose — To develop an
audit plan that assigns
iInternal audit resources to
the activities that add the
most value to an organization

Process - Identifying and
measuring risks associated
with the audit universe

5




Risk
Assessment
Methodology




“Risk measurement is the
attempt to quantify the risk that is
identified for each auditable unit. | say
attempt because risk measurement is
very much an inexact science.”

Rick A. Wright Jr., CIA (2018), The Internal Auditor’s Guide to Risk Assessment (p. 159), Internal Audit Foundation




RISK ASSESSMENT METHODOLOGY

Phase

Phase | Phase ll Phase lll Phase IV

Planning Information Analysis Reporting
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Ongoing project management and collaboration




RISK ASSESSMENT METHODOLOGY

Phase

FY2023 Risk Assessment Phase

— Prepared risk assessment survey questions and the online survey tool.

Plannin : . : : . :
8 — Scheduled interviews with council members and Senior Leadership Team members.

— Reviewed key documents such as Council Priority Matrix, the biennial budget
documents, the annual comprehensive financial report, departmental strategic plans,
the information on the City’s website, and other relevant documents.
Information - Sent a link to the online survey to the selected 56 City’s employees including SLT
Gathering members who were not scheduled to be interviewed. The survey responses were
downloaded in Excel spreadsheet.
— Updated the risks in the existing risk matrix based on interviews with City Council
members and SLT members, survey responses, and review of key documents.

- Analyzed the survey responses.

— Scored the auditable units (Appendix A) in the risk matrix based on the likelihood and
the impact of potential adverse events for various risk factors (Appendix B).

- Identified potential internal audit activities with high risk scores.

Analysis

Reporting - Summarized the approach and results of the risk assessment.



RISK ASSESSMENT METHODOLOGY

Audit Universe
Appendix A: Audit Universe

City Attorney’s Office
Administration
Litigation

City Clerk’s Office
Assistant City Clerk - Council/Administration Support
Assistant City Clerk - Public Information/Legislation Records Management
Assistant City Clerk - Political Reform Act
Elected City Clerk - Election

City Manager’s Office
City Council Support - Policy Support for Decision Making
City Council Support - Intergovernmental Relations & Advocacy
Leadership and Management Services - Day to Day Operations
Leadership and Management Services - Strategic Planning
Leadership and Management Services - Community Outreach & Engagement
Citywide Programs
Stadium Operations
Citywide Strategic Programs & Initiative
Convention Center

Community Development Department
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Appendix B: Risk Factor Definitions
Risk Factor - Impact

Factor Definition Weight
Impact Factors {the effect on the organization)
A measure of matenality based on pervasiveness or volume of dollars or transactions; Scores based on the budgeted
expenditure amount
Extreme - &: $50M or more
. Material - 4: $10M or more; Less than $50M o
g Significart - 3: $3M or more: Less than $10M e
Moderate - 2: 51M or more; Less than 3M
Inconseguential - 1: Less than $1M
Added 1 to the magnitude of the |nformation Technology Department due to the pervasive nature of its work
Megatve experience by customers and residents, such as percewved or actual safety concerns and unsatisfactory services,
impacts negatvely on the reputation / credibilty of the organization
Customer [ Extreme - &: Direct impact on health and safety
Resident Material - 4: Direct impact on transparency 35%
Experience Significant - 3: Direct impact on customer satisfaction/City's reputation
Moderate - 2: Indirect impact on customer satisfaction/City’s reputation
|nconsequential - 1: Immaterial impact on reputation / credibilty
The greater the effect that a department or process has on the organization meeting strategic objectives and goals, the
greater the related risks
Achievement of |Extreme - 5 Directly relates to the City Councl Priorities
Organizational ([Material - 4: Supports the function/process directly related to the City Council Priorities 35%
Goals Significant - 3: Has performance/workload measures related to Strategic Pillars
Moderate - 2: Somewhat relates to the organizational goals
Inconsequential - 1: Does not relate to City's priorities and goals
HIGHEST TOTAL SCORE FOR IMPACT- 5 100%




Risk Factor - Likelihood

Likelihood Factors (the probability of the risk occurring)
A measure of the difficulty in performing a process or function. As a process or function becomes more complex, the greater
the opportunity for errors
5 - Very high complexaty
Complexity 4 - High complexity 25%
3 - Medium complexty
2 - Low complexty
1 - Very low complexty
Policies and Procedures are a complete set of written instructions that guide personnel in the successful execution of ther
duties and the duties of the office for which they work. If the policies and procedures are adequate and up-to-date. ariskis
lower
Policies and 5 - No or little written P&P 10%
Procedures 4 - Some written P&F
3 - Basic P&F requiring improvements
2 - Adequate but outdated P&F
1 - Adeguate and up-to-date P&P or Mot Applicable
Measures the exstence of and potential noncompliance with, government regulations and other applicable laws, standards,
and policies/procedures
Regulatory 5 - Requirements to meet more than a few laws/regulations and professional standards specific to the dvision’s o5,
Compliance responsibilities
3 - Requirements to meet one or two laws/regulations and professional standards specific to he diision's responsibilities
1 - No reguirement to meet any laws/requlations or professional standards specific to he division's responsibiliies




Risk Factor - Likelihood

Consider the exstence of monitoring actvities, including the results of last audits by Internal Auditor, External Auditor,
Regulators, etc. and other known deficiencies

b - Overall, there is no mechansmto monitor the status of performance goals/compliance requrrements

4 - For only some significant performance goals/compliance requirements, there is an annual or semi-annual reporting,
management review process and/or audits by an external party to identify the status of performance goals/compliance
regurements

Monitoring 3 -For all significant performance goals/compliance requrements, there is an annual or semi-annual reporting, management 10%
review process and/or audits by an exernal party to identify the status of performance goals/compliance reguirements
2 - For only some of significant performance goals/compliance requirements, there is a penodic (weekly/monthly/quarterky)
reporting process to ensure performance goals/compliance requirements are met
1 - For all significant performance goals/compliance requirements, there is a periodic (weekly/'monthly/quarterly) reporting
process to ensure performance goals/compliance requirements are met
Consider the exstence of specific nsk events/conditions and therr significance
Specific Risks 5 - |dentified risk event{s)/'condition(s) seem to significantly affect the likihood 20%

3 - |dentified risk event(s)/condition(s) seem to have some impact on the liklihood
1 - Mo or very minor risk event(s}/condtion(s) have been identified

HGHEST TOTAL SCORE FOR LIKELIHOOD: 5 100%




RISK ASSESSMENT METHODOLOGY

Risk Factor - Other

Other Risk Factor

Consider the susceptibility to fraud, which is the opportunity for

5 - High Risk
3 - Moderate Risk
1 - Low Risk

Fraud Schemes

employees/vendors/customers/fraudsters to misappropriate resources or defraud the organization*

100%

HIGHEST TOTAL SCORE FOR OTHER: 5 100%

HIGHEST TOTAL SCORE 30

* Considered fraud schemes listed in the Fraud Tree provided in the “Occupational Fraud 2022: A report to the Nations” by

Association of Certified Fraud Examiners. Also considered are cyber fraud schemes.
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RISK ASSESSMENT METHODOLOGY

Risk Assessment Matrix

~ Risk Factors finitions in Tab 10) Specific Risks
Department Function / Program A Fatiore | e . Other |ForTe .Mal Risk Score, (Risk Categories and Event/Condition that may affect the achievement of objectives)
[Tab 2 & 4a] [Tab 4a] low risk (Green) < 9; 9 S moderate risk (Yellow) [See Tab 13]
\ <16; 16 = high risk (Red) Texts in Red are update for Year 2
)
o
‘B g s 0 \ Staff Turnover \
n o .
g2 i3 Ba 8 x Ratio at o~
§ BE|e - ‘E & ; E‘ glp - 2 E FY24 Budget Department
£ E e|g 5 % 83 @z = 2 ] LS Expenditures level Strategic Risks Operational Risks Financial Risks Compliance Risks L
w £ =
EEEHE R R HIHE R BT B R
= OF <0 E [5] faled|2 @ 8 (s =i 3 [Magnitude]
£ £ i
= = ox
3 z z
%)| 35%| 35%| K | 25%)| 10%]| 25%| 10%| 30%| #& =
N « High staff turnover rate * Reduced training budget « Extremely high volume of
\ «+ Short staffed « Costs incurring for storing paper | CPRA requests
\ / « Limited availability of the backup personnel for Assistant |documents offsite +2018 grand jury findings
] City Clerk regarding compliance with
= . rssistant City C‘erkf Public ) + New online PRA Request Portal (NextRequest) CPRA
City Clerk’s Office |Information/Legislation Recordf| 1 5 3 31 4 2 5 5 5 445 1 22,2% + New document management system (Laserfiche) «+ Possibility of HIPPA violation
Management « Retention schedule requiring an update
+ Long process to scan all older paper documents
) 14.79508 831,265
DOE'’s new Building a Better Grid |+ One of the top five department with more frequent and State and Federal requirements
Initiative that Investments to Build  |severe claims with a loss
Stronger State and Tribal Electricity |+ A lot of overtime due to multiple vacant positions
Grids Resilient to Climate Change |+ Safety concern
. » § . : «+ Delay in contracts
Electric Utility Utility Operations - Substation 4 5 3 4 4 4 5 4 5 155 5 8.3% « Increased _amount of emergency wqu o
Department Maintenance + Need staffing to work on aging equipment for residential
customers
« Blackouts due to State of California to provide power and
transmission
« Cyber and physical security threats; business continuity
@ 23208 12,324,587 threat
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RISK ASSESSMENT RESULTS

Risk Assessment Survey

Q12. Top 5 Risk Areas

| _Rank | RiskArea
1 Succession Planning
2 Human Capital Management
3 Reputation
4 Resource Allocation
5 Governance
6 Compliance Management
7 Economy
8 Security
9 Efficiency
10 Strategic Change
11 Procurement/Sourcing
12 Technologies
13 Communication
14 Leadership and Authority
15 Regulatory

* Appendix C: Survey Questions

* The 56 employees were invited to
respond to the risk assessment
survey online.

* The 38 employees completed the
survey (67.9% response rate).

We appreciate everyone who
completed the survey or met with us
to answer our questions!
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RISK ASSESSMENT RESULTS

Overall Risk Scoring Distribution

« The 127 auditable units (Appendix A) scored using Risk Factors (Appendix B)
« Maximum score = 30

N1l

Score< 5 10-15 15-20



RISK ASSESSMENT RESULTS

Citywide Key Risk Areas

 Strategic Workforce Planning
o Succession Planning
o Staff Development

* Resource Management
o Resource Allocation
o Funding

 Governance
o Leadership

« Compliance and Legal Risks

o Compliance with Laws, Regulations, and Contracts

o Litigation
« Cybersecurity
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RISK ASSESSMENT RESULTS

Top 42 Risk Areas

Electric Utility
Electric Utility
Electric Utility
Police

Electric Utility

Electric Utility

Fire

Police

Public Works

Police

City Manager's Office
Community Development
Community Development
Parks & Recreation
Finance

City Manager's Office
Public Works

Electric Utility
Police
Human Resources

Information Technology
Community Development

Utility Operations - Substation Maintenance
Utility Operations - Transmission & Distribution
Utility Operations - Generation

Field Operations - General Patrol

Utility Operations - Power System Controls

Utility Operations - SVP Systems Support
Field Operations

Administrative Services - Departmental Support
Streets

Investigations - Records

Convention Center

Building - Field Inspection

Building - Permit Services

Parks

General Accounting

Stadium Operations

Engineering - Traffic

Resource Planning & Engagement - Resource
Management

Administrative Services - Administration
Employee Benefits and Records - Workers'
Compensation & Safety

Contract Services

Building - Plan Review

Already audited

Cybersecurity / Work order and asset management

Cybersecurity

Ovwertime
Evidence processing and storage

Maintenance service requests / Grant management

Case management

Convention center operation

Building inspection process

Building permitting process

Park operations (Infrastructure and revenue)
Payroll (including timesheet processing) / Vendor master file

Stadium operation

Grant management / Administration of the Shared Mobility Permit Program

Power Purchase Agreements / Energy wholesale trading risk management
Record management
Safety program

Cybersecurity / Managed Service Provider (MSP) contract management
Building permitting process

For Total Risk Score: low risk (Green) < 9; 9 £ moderate risk (Yellow) < 16; 16 £ high risk (Red)




RISK ASSESSMENT RESULTS

Top 42 Risk Areas
o eme mese  meaw TR

. Administrative Services - 911 . .
Police Dispatch/Communications 911 Dispatch operations -
Police Field Operations - Traffic Traffic enforcement [ 168

Electric Utility Utility Operations - Electric Compliance Compliance program 187
Development - Selection & Classification
Library Administration Memorandum of Understanding (MOU) with the Santa Clara Library Foundation & Friends 163

Water and Sewer Utilities stz Construct!on,Malntenance,Operatlons ) Construction project controls
Water Construction

Water and Sewer Utilities Water Construction,Maintenance,Operations -

Water System Operations Rate setting practices -

Application portfolio management / Data classification / Payment Card Industry Data Security Standard

Information Technology Enterprise Services - Application Services (PCI DSS) compliance 15.8
Police Administrative Services - Professional Standards Training 15.8
City Manager's Office Citywide Strategic Programs & Initiative Property management / Santa Clara Tourism Improvement District (SCTID) 15.7
City Manager's Office Leadership 'amd MEITEEEIEN SER S0 (R Business Continuity / Enterprise Risk Management 15.6
Day Operations
Finance Purchasing 15.5
Public Works Engineering - Field Services 15.4
Water and Sewer Utilities =~ Water Engineering - Water Resources Water conservation and sustainability programs 15.2
Community Development  Building - Code Enforcement 15.1
Water and Sewer Utilities  Sewer - System Maintenance 15.0
. , . Assistant City Clerk - Public
7 Ol Information/Legislation Records Management L
Electric Utility RESBUED FIERTITY & SigkEEiant - ClEaniauzs Renewable energy program 14.7
Gas Program
Police Investigations - General Investigation Case management 14.6
Finance Municipal Services - Utility Billing Services Utility billing and collection process 14.6

For Total Risk Score: low risk (Green) < 9; 9 < moderate risk (Yellow) < 16; 16 < high risk (Red)
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PROPOSED AUDIT WORK PLAN

Audit Project Update for 2024-2025

» Update of the 2023-2024 audit plan based on some factors such as:
o Risk rating
o Pervasiveness of the process or control
o Audit coverage
o Timing of projects
o Value-added activities that help the City enhance the ability to manage risks, strengthen
accountability, and improve efficiency and effectiveness

A variety of projects for a 24-month period
o Flexibility to adjust the timing of audits

o Amendments during a year in response to changes in the City’s environment such as
organizational structure, operations, risks, systems, and controls

23



PROPOSED AUDIT WORK PLAN

Pro

Project Title

osed 2024 - 2025 Plan

Preliminary Audit Objectives

Estimated
Hours

» Determine w hether adequate policies and procedures are in place for developing and maintaining a citywide succession plan to
- Citywide succession planning and staff ensure continuity in key positions for all departments.
Human Resources / Citywide 300
ftyw development + Determine w hether the City provides adequate personal professional development training to staff to ensure that qualified staff
are prepared to assume increased responsibilities when necessary.
+ Determine w hether adequate controls are in place and working effectively to ensure that the appropriate vendors are selected
in a timely manner and monitored properly to achieve desired objectives.
Finance Department Purchasing + Determine w _helner proc_uremenl cards are gdmlmstered to ensure that only the authorized users can make purchases in 450
accordance with the requirements and guidelines.
+ Determine w hether internal controls over procurement card transactions are in place and working effectively to prevent and
detect errors and irregularities, including duplic ate. unauthorized. or improper transactions.
Police Department + Determine w hether adequate policies and procedures are in place to ensure the appropriate usage of overtime for the public
Public safety personnel overtime safety personnel. 360
Fire Department + Determine w hether the overtime practices, including recording and reporting, comply with the City's policies and procedures.
- Determine w hether the Electric Utility Department has adequate mechanisms in place to identify and mitigate the safety
Electric Utility Department Safety program hazards at workplace. 400
+ Determine w hether the Electric Utiity Department's internal controls are working effectively to ensure a safe workplace.
: : » Determine w hether the internal controls over the maintenanc e of parks are working effectively to ensure safety.
Parks & Recreation Department Park operation - : : = : 360
pa per + Determine w hether the internal controls over fee collection are working effectively.
Department of Public Works Construction project control assessment Determine whether internal controls over construction projects are adequate and working effectively. 360
Community Development Department |Code Enforcement Assess the efficiency and effectiveness of the code enforcement process. 350
« Determine w hether the Electric Utiity Department had adequate mechanisms in place to keep track of all federal, state, and
o > other compliance requirements ...
S EE B g ColpRa S oo - Determine w hether the Electric Utiity Department assess risks associated with each compliance requirement and monitor the =
compliance status to ensure that the requirements are met.
Loev.De - Memorandum of Understanding (MOU) with  |Determine whether the internal controls to monitor the compliance with the MOU requirements are in place and working 240
SHRE L the Santa Clara Library Foundation & Friends |effectively
Water and Sewer Utilities Department|Work order process and asset management  [Determine whether the internal controls over the work order process are adequate and working effectively. 420
+ Determine w hether citywide record management and retention policies and procedures are properly established in accordance
’ . with laws and regulations.
EAEEkS ONke Record management and retention program | niemine whether internal controls are working effectively to ensure compliance with the record management and retention Lt
policies and procedures.
Community Development Department : . Follow up on previous audit reports to ensure corrective actions included in management responses in each completed audit
Electric Utity Department Follow-up on corrective actions report. 80
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Questions?



